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1.0 Introduction

The Gamma-ray Large Area Space Telescope (GLAST) is an internationd and multi-agency
goace misson that will sudy the cosmos in the energy range 10 keV - 300 GeV. Severd
successful  exploratory missons in ganma-ray adronomy led to the Energetic Gamma Ray
Experiment Teescope (EGRET) insrument on the Compton Gamma Ray Observatory (CGRO).
Launched in 1991, EGRET made the firs complete survey of the sky in the 30 MeV - 10 GeV
range. EGRET showed the high-energy gamma-ray sky to be surprisngly dynamic and diverse,
with sources ranging from the sun and moon to massve black holes a large redshifts Most of
the gamma-ray sources detected by EGRET remain unidentified. In light of the discoveries with
EGRET, the great potentid of the next generation gamma-ray telescope can be appreciated.

The misson will dat with a one-year al-ky survey of gamma-ray sources, after which, a
scheduled observing plan will be derived for guest observers who can apply for observation time
through a formad sdection process. Scheduled observations will be interrupted a times for
specid "targets of opportunity”, i.e, spontaneous events that occur for which it would be in the
best interest of the science to repoint the spacecraft immediately to obtain gamma-ray data of
these targets. Exploring these high-energy objects and events with the advanced technologies of
GLAST could give us an entirdy new understanding of our Universe and reved unanticipated
phenomena, paticularly in fundamentad physics. This knowledge could eventudly be gpplied to
improve current technologies or give rise to atogether new ones.

The NASA GLAST Project, Continuous Risk Management (CRM) Plan defines the process and
implementation for conducting CRM throughout the operationa phase of the Space Science
Enterprise missons assgned to the GLAST Project. Implementation of this plan establishes a
continuous risk process (identify, analyze, plan, track, and control) that is consstent for al
misson eements under GLAST Project management and ensures tha communications and
documentation are maintained across the project. Guiddines for this process are provided in
“NPG 71205, NASA Progran and Project Management Processes and Requirements
Document”.

This CRM Plan is intended to compliment overal GLAST Project Management and make CRM
an integrd part of project management. Implementation of this plan solicits inputs from everyone
in the project, individuas, group leaders, and managers with the Project Manager giving find
goprovd for implementation of this plan. This plan will be reviewed a leas annudly and
updated as required.

1.1 Purpose

The purpose of this document is to describe the Continuous Risk Management Plan tailored for
the GLAST Project. The objective is to implement forma CRM for the operationd life of the
GLAST Project. The plan includes brief descriptions of the CRM processes to be used in
carying out this effort. CRM will assg the project in peforming informed decisonmeking,
optimizing resource dlocation and use, and coordinating trade studies againgt cost, schedule, and
performance godls.

CHECK THE GLAST PROJECT WEBSITE AT
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1.2 Scope

This document describes a forma process for utilizing CRM throughout the entire operationd
life of the GLAST Project. CRM applies to NASA GSFC activities, as performed by both civil
sarvants and contractors (Ref. Section 2.2) supporting GLAST Project operations, including
Spacecraft, instrument, ground system, and al disciplines supporting the project. In addition, the
objective of CRM s to forecast and manage risks before they become problems. To the extent
possible, GLAST Project will utilize lessons learned from other operationd missons in carrying
out this CRM Plan. Upon approval of the GLAST Project Manager, the GLAST Risk
Management Plan will become a controlled document. Revisons/additions to this document will
be made norma GLAST CM processes. The GLAST Project Plan is the governing document for
GLAST Risk Management Plan.

1.3 Descope Options

The GLAST Project descope methodology is discussed in the GLAST Misson Descope Plan
(433-PLAN-0013). Descope options are proposed and documented in agreements between the
GLAST Project Office and the appropriate HQ Code S personnd. It is our belief that successful
implementation of risk management and risk mitigation techniques will negate the need to
exercise our pre-defined descope options.

1.4 Document Organization

This document is organized into five maor sections.
Section 1 is an introduction and overview of this document.
Section 2 ligs parent, gpplicable and reference documentation.
Section 3 provides an overview of GLAST Project continuous risk management process.
Section 4 describes the risk identification, andlys's, and planning process being used.
Section 5 describes the tracking, control, and communication necessary for CRM.

Section 6 provides a summary of our FTA and FMEA gpproach, aong with tools utilized
for the implementation of risk management on the GLAST Project.

Section 7 describes the tools used to implement CRM on the GLAST Project.
Appendix A containsalist of acronyms used in this document.

Appendix B includes documentation figure for the Risk Information Database Form
including process and ingructions for filling it out. Also, the GLAST Score
Card is depicted here.

CHECK THE GLAST PROJECT WEBSITE AT
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2.0 Related Documentation

This section ligts additiond, related documents. Section 2.1 lists the parent document that
edablishes the criteria and technical bass for this document. Section 2.2 ligs the gpplicable
document; this document is in conformance with the requirements and contents of this document.

Section 2.3 lists recommended reference documents for informational purposes.

2.1 Parent Document
433-PLAN-0001, GLAST Project Plan, dated TBD

2.2 Applicable Documents
NPG 7120.5, NASA Program and Project Management Processes and Requirements Document.

The Misson Assurance Requirements (MAR) Document for the LAT (433-MAR-0001) ; GBM
(433-MAR-0002); S/IC (433-MAR-0003); and GLAST Ground System (433-MAR-0004) are
prepared by the GLAST Project Code 300 representative. These documents define and describe
the flow down requirements to the GLAST Project sub-contractors.

The latet verson of GSFC governing documents lised bedow, as found on the
http://gdms.gsfc.nasagov/gdms/plsal/menu_guest are applicable to the GLAST Project.

GPG 1060.1
GPG 1410.1
GPG 1440.7
GPG 1710.1
GPG 7120.4

NPG 8000.4

2.3 Reference Documents
433-PLAN-0001 GLAST Project Plan, Dated TBD

Carnegie Mdlon Universty, Continuous Risk Management Guidebook, Copyright 1996

GSFC SMO, Course Materias and Workshop Materias, Dated July 2001

CHECK THE GLAST PROJECT WEBSTE AT
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3.0 Continuous Risk M anagement Overview

This section provides an overview of the CRM process and its relation to the GLAST Project
Management, including primary activities, process deps, terms, and definitions. Details of the
CRM process dong with actions, tasks, and tools specific to the GLAST Project, are provided in
subsequent sections of this plan.

There are Sx primary activities of the CRM process.

Risk Identification: continuous efforts to capture, acknowledge, and document risks as
they are found.

Rik Andyss an evdudion of dl identified risks to edimate the probability of
occurrence, severity of impact, timeframe when mitigation action/s mus be
initiated, classfication into sets of related risks, and priority ranking.

Risk Planning: establishes actions, plans, and approaches for addressng risks and assgns
responshilities and schedules for completion. Metrics for determining the risk
gatusis dso defined during this step.

Risk Tracking: an activity to capture, compile, and report risk attributes and metrics
which determine whether or not risks are beng mitigated effectivdy and risk
mitigation plans are being performed correctly.

Risk Contralling: an activity that utilizes the datus and tracking information to make a
decison about a risk or risk mitigation effort. A risk may be closed or watched, a
mitigation action may be re-planned, or a contingency plan may be invoked.
Decisons on the appropriate resources needed are adso determined during this
activity.

Risk Communicating and Documenting: an overt action to communicate and document
the risk at al seps of the CRM process. This can be in the form of an action item
log, Risk Information Database, rik database, mitigation plan, Status report,
tracking log, and/or meeting decision.

CRM s caried out during day to day activities of GLAST Project personnd, as wel as during
key meetings. For the GLAST Project, only those risks with a red and yellow exposure grade
(see section 4) have project resources'monies expended for mitigation. However, dl other risks
will be watched or accepted. Watched risks have their atributes examined and reported on a
monthly bass. It is dso understood that not al risks to a project are identified; t is the intent of
CRM to provide the means to handle identified risks.

CHECK THE GLAST PROJECT WEBSITE AT
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3.1 Risk Management Process and Data Flow

Figure 3-1illustrates the CRM process flow for the GLAST Project.
Figure 3-1. CRM Process Flow for the GLAST Project

Receaive
Contractors Top
Ten Risks l
Originator Functiond GLAST RM Prelim. Assessment
Generates | LeadPre [ ReviewBoad [—»| Of RiskImpactand
Risk Screening Screens Risk Probability
Rermove Riek Add Risk to
Watch Li
Rg From Database achlLis
ccept| Risk Identified Detailed Risk Assgn Risk Develop Risk
»|  InConfigured [ ® Assessment (Impact Mitigation |  Mitigation Plan
Database and Probability) Lead
Accept as
Primary Risk
Approve Risk Review Risk Complete Risk Close Risk with
—»| Mitigation Plan » Status (@ RMB »|  Mitigation Plan »  Approvd Of
& Implement Mtg.) Obijectives Risk Board

* See Section 4.3 Primary Risks
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3.2 GLAST Project Organization

Figure 3-2. Depicts the organization as defined in the GLAST Project Management Plan. It is
repeated here for convenience. The diagram illustrates the structure of the project team dong
with the organizationd role of each team member. All members of the GLAST team will play a
role in the implementation of the GLAST RM PFan. Traning will be required for al senior
GLAST Project personnel.

3.3 GLAST Project Functional Assignments

Figure 3-3 depicts the respongbilities of dl project personnd as individuds, Sub-Systems
Managers, and GLAST Project Manager for managing risk within the GLAST Project. The
diagram identifies the personnd responsble for peforming each specific CRM task. A dotted
line splitting any boxes shown in Fgure 3-3 represents a shared respongbility for activities
within the boxes. Tables 3-1 and 3-2 further defines these responghilities and paths of
communication.

The GLAST Project Manager will be responsble for ensuring that the GLAST Risk
Management guidelines are fully implemented.

CHECK THE GLAST PROJECT WEBSITE AT
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Secretary
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Figure 3-2. GLAST Project Organization
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GLAST Project Risk Management
Functional Assignments

Control Assign Risk
GLAST Top 10 -review Responsibility
Proiect —p -reprioritize
I\/Iagla or Risks -integrate
9 across teams
_______________________________________ A
Sub-system Ana_lyze Plan
-review -approve
Manager .. |prioritize 1 e PIAnNS.....eecdovre
‘ -evaluate -recommend
-classify plans
Individuals _ Status/ Required
Risks forecast indicators
Identify ¢ Track
Status/trends

Figure 3-3. GLAST Project Responsibilities
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Table 3-1. GLAST Project Responsibilities

Who Responsibilities
Individuals
System Manager, Sub- System Managers, PI's, Engineers, Scientists,
Project Manager, Contractors, and Customers
identify new risks
edlimate probability, impact, and time frame
classify risks
recommend approach and actions
track risks and mitigation plans (acquire, compile, and report)
Assg inrisk prioritizing
Risk Mitigation Deveop and implement (gpproved) Risk Mitigation Plans
Leads
SysemdLine integrate risk information from dl individuds
Managers ensure accuracy of probability /impact/timeframe estimates and
(Members of the classification
GLAST RMB) review recommendations on mitigation approach and action
reprioritize al risks to determine risk grading
assign or change respongibility for risks and mitigation plans
report their risk grading recommendations to the Project Manager
implement control decisonsfor risks
risk assignee
build action plans (determine approach, define scope, & actions)
collect and report genera risk measures/metrics
coordinate communications with GLAST Project Manager
review and evaluate contractor Risk Ligts
GLAST Risk adminigter the GLAST Risk management process
Manager conduct risk management review mesting
assure adherence to GSFC/GLAST Project RM guidelines
GLAST Project authorize expenditures of resources for mitigation
Manager integrate risk information from al Sub- Systems Managers
(Chairperson of reprioritize al risks to determine the red graded project risks
GLAST RMB) make control decisions (analyze, decide, execute) for red graded

and Primary project risks

assign or change responghility for risks and mitigetion plans
within the project

coordinate communication with Sr. Managers and externd
customers

review generd risk measures/metrics with SAM during each
quarter to evauate effectiveness of risk management

CHECK THE GLAST PROJECT WEBSITE AT
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Table 3-2 provides the criteria for communicating and documenting risk information.

Table 3-2. GLAST Project Risk Information

Communication Path Risk to be Communicated/Documented
From Individuasto Sysems | - Any risk that impacts performance of experiment
Manager

Any risk that impacts >$50K of budget
Any risk that exceeds schedule milestones
Any risk that needs to be transferred to another team

From Systems Manager to - Red/Ydlow graded risks of the IPT
GLAST Project M .
Qect Meanager Red/Y ellow graded Risk Trends and Status
GLAST Project Manager to T o
Systems Manager Mitigetion activity Setus
Digpogtion of Primary Risks
GLAST Project Managerto | - Red graded and Primary risks in the project
Senior Manageme Any risk that impacts misson success
Senior Management to - Any risk that impacts the technical and scientific
GLAST Project Manager aspects of the GLAST Project
Any risk that causes mgor dips of schedule
milestones
Any risk that cause the project budget to be exceeded
by more than 10%
Any risk that negatively impacts NASA'’s reputation
Risk Status
Maintain risk database
GLAST Contractor Group - Follow GLAST RM guiddlines

Submit Top Tenrisk list to COTR on a quarterly basis

Communicate identification of risksto GLAST Project
office in atimely manner

CHECK THE GLAST PROJECT WEBSITE AT
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4.0 Risk Identification, Analysis, and Planning

Performing risk identification, andyss, and planning for the GLAST Project are the fird three
phases of CRM. These steps are necessary in recording and prioritizing project risks.  The
following sections describe these phases for the project.

4.1 Risk Identification

The process of risk identification and andyss is a continuing effort that will become a routine
practice in the GLAST Project management philosophy. Identification and reporting of project
risks is responghility of dl GLAST Project personnd. Project activities such as programmatic
and technicd mestings, telecons, reviews, and other communication interchanges, will surface
project risks. When this occurs, the risk (if not previoudy recorded) should be captured by
placing it on a Risk Information Database to be analyzed and tracked.

The initid risk statement is captured in the Risk Description block of the Risk Information Sheet
and will contain the risk condition; Consequence(s) + Context condition, one consequence, and
context description.  Performing this task provides the project the ability to transform
uncertainties and issues into tangible and manageeble risks. This aso alows the project to locate
and manage risks before they become problems.

As described above, risk identification is part of the ongoing project activities and not a separate
discipline or group of activities. Risk identification is the responghility of every individud
involved in the Project. The overdl objective of identifying and managing project risks is to
reduce or diminae risks before they become problems, thus resulting in increased chances of the
project’ s success.

The GLAST Risk Management Board will meet on a regular bass. This will ensure that no
identified risk in the database is overlooked, and that al active risks are being addressed.

Risks can be present in any area of the Project. Risks may be technical or programmatic. If risks
aretechnical, they may be attributed to:

. incongstent or incomplete requirements
. design overdghts

. unproven technologies

. interface or integration difficulties

. unanticipated fault detection

. unforeseen quality and/or safety issues
. insufficient resources (e.g., mass power, data rate, computer capability)
CHECK THE GLAST PROJECT WEBSITE AT
http://glast.gsfc.nasa.gov/project/cm/medl TO VERIFY THAT THIS IS THE CORRECT VERSION PRIOR TO USE.

Origina 4-1 August 5, 2003



433-PLAN-0002

These and other technica risks may be with the spacecraft, the ingruments, the ground system or
any other pat of the misson. The technicd risks generdly involve technicd disciplines such as
systems engineering, hardware and/or software engineering, integration & test.

Programmatic risks include dl risks that are not technicd by nature. However, technicd risks
may include some dtribute of a programmatic risk like impact to cost and/or schedule.
Programmatic risks generaly involve management resources, communications, and decisons.

A Risk Ligt will be developed and maintained by the PRM, based upon information from the
GLAST RM database. Thisrisk list will be revised monthly (per NPG 8000.4).

4.2 Risk Analysis

Once a GLAST Project technicad or programmatic risk has been identified and written as a risk
gatement  (Condition; Consequence(s) + Context) in the Risk Information Database, it is then
andyzed. The andyss of the risk daement condgders three identifiers for prioritizing and
edtablishing the importance of identified risks.

The prioritization process is peformed as a roll-up function garting a the risk dement identified
by the individud person and weghted through the risk process up to the system leve. An
identified risk may recaive a higher prioritization a the dement levd than it would when rolled-
up to the system levd. These three identifiers for risk weighting at the system leve are:

. I mpact the severity if risk should materidize
. Probability the likelihood of risk occurrence
. Timeframe time to gart action or mitigation

The above three identifiers are prioritized into five categories as follows.

IMPACT (the severity if risk should materialize and no mitigating action is taken)

Very High (5) Technica Impact Critical; Possible Loss of Spacecraft, one
or more Instruments, or inability to meet Level 1 Science
requirements

Potentid  Project cost increase over basdline greater than
$3M

CHECK THE GLAST PROJECT WEBSITE AT
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Moderate (3)

Low (2)

Vey Low (1)

433-PLAN-0002

Cannot achieve amgor program milestone

Technical Impact High; Descope, or extensve workaround
required.

Potentid Project cost increase over basdine of between
$1IM and $3M

Leved 2 milestone dip of greater than 1 month; or impact to
critica path

Technicd Impact Moderate;, Modest adjusments to
basdine flow are required

Potential Project cost increase over basdine of $250K and
$IM

Leve 2 milestone dip of lessthan 1 month.

Technicd Impact Low; Basdine approach retained, with
minor modificationsto flow.

Potential Project cost increase over baseline of $50K and
$250K

Additiond activities (testing; etc) added to schedule flow to
mitigate risk.

Technica Impact Very Low; Vey modest adjustments to
basdline flow are required

Potentiad  Project cost increase over basdine of less than
$50K

Vey minima impact to basdine schedule flow or
durations.
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PROBABILITY (the likelihood of risk occurrence)

. Very High (5) = Near Certainty 95% to 100%
. High (4) = Highly Likely 70% to 95%
. Moderate (3) = Likely 40% to 69%
. Low (2) = Not Likely 15% to 39%
. Very Low (1) = Very Un-Likely 01% to 14%

TIME (time to start action or mitigation)

. Near Term (N) = >3 months
. Mid Term (M) = 4 months to 9 months
. Far Term (F) = >10 months

The author/originator of the rik provides the risk “title’ and “Saement’, dates it in the
“identified” fidd, and places ther name in the "submitter name' fidd on the GLAST Risk
Informetion form. In addition shefhe completes the “context” and “class’ fidds and send the
form on to the Project Risk Manager (PRM). The PRM receives the Risk Information shedt,
reviews it for completeness and brings it to the next scheduled GLAST Project review mesdting
as an agenda item to be reviewed for acceptancelrgection. At the daff review meeting the risk
impact, probability, and time frame will be determined for the individud risks and these vdues
are placed on the Risk Information Database.

If accepted, the Risk Information Database is tracked by the PRM. The identified risk is dso
placed on the Risk Tracking Log for tracking purposes. Appendix B includes the Risk
Information Database template and processindructions for filling it out. Upon acceptance, a
Risk Mitigation Manager will be assgned to the risk. She/He will be hed accountable for
deveoping a Risk Mitigation Pan, implementation of sad plan; reporting daus of the
mitigation process, and proper closure of the risk.

CHECK THE GLAST PROJECT WEBSITE AT
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4.3 Risk Planning

In this phase of the GLAST Project CRM process, the Project decides what action, if any, will be
taken to manage/mitigate the risk or set of related risks. There are four actions that can be

assigned to arisk. The options are:
. RESEARCH therisk to gain more information about it.
. ACCEPT therisk as stated and do nothing about it other than accept it.
. WATCH for identified “triggers’ before taking any action about the risk.

. MITIGATE therisk to reduce or diminateit.

Characterization of a Primary Risk as“Acceptable’ are be supported on those the grounds, with
the concurrence of the GPMC,; that “dl reasonable mitigation options (with-in cost, schedule,
and technica congraints) have been exhausted.

CHECK THE GLAST PROJECT WEBSITE AT
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5.0 Risk Tracking, Control, and Communication

Performing risk tracking, control, and communication for the Project is necessary to ensure risks
are tracked and are not lost in the process. The following paragraphs describe these three phases
of the CRM process.

5.1 Risk Tracking

In the risk tracking phase the Project acquires, compiles, and reports information on selected
risks. This phase is necessary to collect accurate, timely, and reevant Project risk information
and to present it in a cear manner. This information is be provided by the GLAST RM a
monthly Project Status Review (PSR) meetings and be included on the agenda as required. This
information is aso be provided in project review reports dong with other project datus
information. Those risks assigned/added to the “Watch List” will be reviewed dong with active
risks a regular intervals.

Individuals and groups identify/document risks. The Risk Lead tracks and reports on each risk to
GLAST RMB. The Project Manager controls risks within the project, and provides status to
upper management as required. Any risk that is of high priority and needs support beyond the
project’s capability will be brought to upper management's attention for their support and/or
resolution.

Important GLAST Project technical and programmatic risks that are addressed by mitigation
planning are be monitored and tracked by the PRM for reduction and/or closure of the risk. This
process provides some method of measurement to show progress toward achieving the
prescribed goal

Each identified project risk that is to be mitigated with a risk plan addresses how progress
towards reduction or closure can be measured. It is good to note that only meaningful current
data should be collected and measured for any given project risk.

5.2 Risk Control

During the controlling phase, informed, timely, and effective decisons are made regarding risks
and ther mitigation plans. Risk control is peformed usng dsandard GLAST  Project
Management monitoring techniques. Controlling risks will be integrated and coordinated in the
project’ s routine management activities.

The following are mitigation plan decisons

. Replan
. Closetherisk
. Invoke a contingency plan

CHECK THE GLAST PROJECT WEBSITE AT
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. Continue tracking and executing the current plan

The decisons to proceed on mitigation planning are essentid and require current accurate data to
effectivdly make the right decisons in the control phase. The Project Manager or designee will
meake final decisons on risk mitigation planning.

5.3 Risk Communication

Communicating risks on the project provides personnd an understanding of the project’s overal
datus with regard to risks and mitigation aternatives. Successful risk communication raises the
level of underganding of relevant issues or actions. CRM communications have the following
characteridtics:

. Free flow of information between individuads, groups, and the GLAST Project
Organization

. Inclusion of formd, informa, and impromptu communications
. Vdue of individud contributions

. Application of consensus voting of teams

The Risk Information Database and Risk Tracking Log is be used, maintained, and controlled
throughout the GLAST Project CRM process. This information will be available and reviewed
by the project personnel on a periodic basis.

The Project has a Web Site to provide access to risk status information. Appendix B depicts an
example of the CRM use in the GLAST Project WEB Ste. The GLAST RM web gte will
contain security measures (password protection) sufficient to guard againgt the improper use of
project sendtive materid.

CHECK THE GLAST PROJECT WEBSITE AT
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6.0 PRA; FTA; FMEA; Resources

6.1 Probabilistic Risk Assessment (PRA)

The rdiability engineer usng information provided by the project team, and integrated as part of
the overdl GLAST CRM process will coordinae PRA activity, including Fault Tree Andyss
(FTA) and Falure Mode and Effect Andyss. The PRA will be used to identify week links in
the design, to evauate the effects or consequences of failures, asss in trade-offs, and to evauate
possible mitigation approaches to eiminate or reduce risks.

The find outcome of the PRA is a rdative ranking of technicd “risk drivers’ that will be
performed and updated on an iterative basis throughout design and development. Results of the
PRA will be provided to the GLAST Risk Management Review Board as a decison making tool
for identification of risks and development of mitigation/contingency plans for controlling these
rsks.

6.2 Fault Tree Analysis(FTA)

FTA will be performed on the hardware and software as a “top down” approach to identify and
asess risks, and apply the appropriate mitigation when possible. It is be iterated during design
as new information is devel oped.

6.3 Failure Modesand Effect Analysis(FMEA)

A Falure Modes and Effects Andyss (FMEA) will be peformed early in the design to identify
sysem design issues from a “bottom-up” dandpoint. As the design matures and changes, the
FMEA will be revised. Failure modes will be assessed a the component level and their effects
through the spacecraft and misson levdds  Severity (criticdity) leves will be assgned each
falure mode. The FMEA will be used to hep verify that dl criticd hardware and safety issues
have been identified and addressed.

6.4 Resour ces

The GLAST proect will commit resources sufficient to implement risk management in
accordance with  NASA/GSFC guidelines throughout the GLAST Misson life cycle. The
GLAST Project will use management cost resarves to fund risk mitigation activities within
scope (as it is currently defined). Implementation of project risk management began a the LAT
Ingrument PDR, and will continue through the completion of the mission life cycle.

CHECK THE GLAST PROJECT WEBSITE AT
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7.0 Risk Toolsand I mplementation

This Section identifies the tools that will be used for CRM by the GLAST Project. The tools are
utilized throughout the project for technicad and programmatic risks. The tools are used by
individuds, teams, and management to identify, anayze, plan, track, and control project risks.
These tools are described in the CRM Guidebook. A copy is issued to each student when they
take the CRM course. The following tools are specifically used by the project:

. CRM Training - The GLAST Project management and dl Sub-System Managers
have paticipated in a forma traning sesson on CRM provided through the
GSFC Office of Human Resources. Class materid provided the CRM methods
and tools needed and identified in this plan. CRM training is required by of dl
Project personne. New employees will attend a class.

. Risk Management Plan - This documents how CRM will be implemented for the
GLAST Project. This plan will be mantaned by the PRM, reviewed a least
annudly, and updated as required. It is the PRM’s responshbility with the Project
Manager’ s support to ensure that this plan isimplemented.

. Risk Information Database - (see Appendix B, Figure B2) The initid means of
identifying and documenting a risk. The form is mantained throughout the life of
an identified rik, and information is added to the form when known and
avalable  Appendix B includes the form template and processingtructions for
filling the form out. Completed forms will be mantaned by the PRM in a
database system under Configuration Management (CM).

. Risk Tracking List - This ligt provides a risk number, title, and quick look-up for
dl identified and accepted project risks. The ligt identifies a responsble person
and due date for the risk that serves as a tickler file until risks are closed. The
PRM, with cdlericd support, is responsble for updating, maintaining, and
dissminating thisligt.

. GLAST Project Risk Management Process Diagram - (see Figure 3-1) The
diagram depicts the project’s risk management flow process. It is meant to portray
that CRM is an overlay of ongoing activities and not a separate activity. It dso
portrays that the CRM Plan plays a mgor role in describing the GLAST Project
CRM process.

. Project Metrics There are various types of metrics supporting both technica and
programmatic activities. GLAST Project uses metrics in estimating and showing
progress within the project. This effort will continue and will be used in risk
management for risk monitoring, tracking, forecasting, and reporting.

CHECK THE GLAST PROJECT WEBSITE AT
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. GLAST Proect WEB Site — GLAST Project WEB Site will incorporate the Risk
Information Sheet for individud use and forwarding. The WEB Site will dso
include the Risk Action Item List for providing datus of the projects risks. A
WEB Site CRM exampleisincluded in Appendix B.

. Mitigation Plans - These plans will be developed for arisk or set of risks (amilar
within the same family/closely related) that require significant resources to reduce
or close the risk(s). Information required for a mitigation plan (technica and/or
programmatic) includes:

- Title and serid number of the project risk(s) as is on the Risk Information
Database

- Destription of how the risk(s) will be mitigated and measurement used to
indicate progress. Provide method and frequency of reporting progress and
gatus

- Schedule and resources (hours, dollars, etc) needed to implement the
mitigation plan. Show the individua respongble for the activity and Project
Manager gpprova to implement the mitigation plan.

. Project Formal/Informal Meetings - All project formad and informa mestings
should have CRM as a topic on the agenda when it is gppropriate. These
meetings are the means of providing the most effective communications to the
project on CRM. Severd tools are avallable to be used within meetings. They
range from smple Brangorming, Multi-voting and Voluntary Risk Reporting to
moreforma Stoplight Charts, Bar Graphs, etc.

7.1 Risk Classification M ethodology:

The GLAST Risk Management System uses a project defined dgorithm to determine the risk
probability and impact values. These vadues are combined to produce a “Cumulative Risk Vaue’
This CRV is usad by the project to determine risk severity and prioritize risks within the system.
Usng the five-by-five matrix cube, with a tota of twenty-five possible points on the score card
we have weighted the probability with sxty percent of the totd (15 points) and the impact with
forty percent (10 points). The impact vaue is a derivative of the technica (40%), cost (30%),
and schedule (30%) assessment (see Fig. B-3). The threshold for these vaues is defined on the
GLAST Risk Summary Score Card. (Fig. B-2).

CHECK THE GLAST PROJECT WEBSITE AT
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Appendix A. GLAST Project Acronym List

AGN - Active Gaactic Nuclel

AO - Announcement of Opportunity

ACS - Attitude Control System

AOS - Advanced Orbiting Systems

ATD - Advanced Technology Development

BER - Bit Error Rate

bps - Bits per second

CCsDs - Conaultative Committee for Space Data Systems
CDR - Critical Desgn Review

CGRO - Compton Gamma Ray Observatory

CIL - Criticd ItemsLigt

CM - Configuration Management

CRM - Continuous Risk Management

CSsOC - Consolidated Space Operations Contract

cY - Cdendar Year

DB - DataBase

DOE - Department of Energy

DOORS - Dynamic Object Oriented Requirements System
E - Energy

EEE - Electrical, Electronic, and Electromechanical
EGRET - Energetic Gamma Ray Experiment Telescope

CHECK THE GLAST PROJECT WEBSITE AT
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FMEA - Failure Modes and Effects Andysis

FOV - Fied of View

FTA - Fault Tree Andyss

FY - Fiscal Year

GBM - GLAST Burst Monitor

Gbps - Gigabits per second

GCN - Gammea-ray Burst Coordinate Network
GeV - GigaElectron Valts

GIOC - GBM Instrument Operations Center
GLAST - Gamma-ray Large Area Space Telescope
GO - Guest Observer

GN - Ground Network

GNC - Guidance, Navigationd and Control

GPS - Globd Pogtioning Sysem

GRAPWG - Gamma- Ray Agtronomy Program Working Group
GRB - Gammea-ray Burst

HEASARC - High Energy Astrophysics Science Archive Research Center
ICD - Interface Control Document

IDS - Interdisciplinary Scientist

IMDC - Integrated Mission Design Center

10C - Instrument Operations Center

IRD - I nterface Requirements Document

IRF - Instrument Response Function

CHECK THE GLAST PROJECT WEBSITE AT
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V&V - Independent Verification and Vaidation
JOG - Joint Operating Group

Kbps - Kilobits per second

kg - Kilogram

LAT - Large Area Telescope

LIOC - LAT Instrument Operations Center
LOF - LAT Operations Fecility

LV - Launch Vehide

MA - Multiple Access

MAG - Misson Assurance Guiddines

MAR - Mission Assurance Requirements

MeV - Mega Electron Volts

MOC - Mission Operations Center

MOU - Memorandum of Understanding

Mbps - Megabits per second

M SPSP - Missle System Prelaunch Safety Package
MSS - Misson System Specification

NAS - Nationd Academy of Sciences

NISN - NASA Integrated Services Network
NRL - Naval Research Laboratory

PAF - Payload Attach Fitting

PAIP - Product/Performance Assurance Implementation Plan
PDR - Prdiminary Design Review

CHECK THE GLAST PROJECT WEBSITE AT
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PMT

PSF

PWB

RFI

RSDO

RMB

SAA

SAGENAP

S&MA

SAS

SC

SEU

SGL

Sl

SLAC

SN

SR&T

SR

SRR

433-PLAN-0002

Principd Investigator

Photo-Multiplier Tubes

Probabiligic Risk Andysis

Point Spread Function

Printed Wiring Board

Request for Information

Rapid Spacecraft Development Office
Risk Management Board

South Atlantic Anomaly

Scientific Assessment Group for Experiments on Non-Accelerator Physics
Safety and Mission Assurance
Science Andyss Software

Spacecraft

Structure and Evolution of the Universe or Single Even Upset
Space Ground Link

Science Instrument

Stanford Linear Accelerator Center
Space Network

Sudtaining Research & Technology
Science Support Center

Steradian

Science Requirements Document

Sysem Requirements Review
CHECK THE GLAST PROJECT WEBSITE AT
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SRO

SSR

TBD

TBR

TDRSS

TOO

VCDU

VR

WAN

Systems Review Office

Solid State Recorder

Science Working Group

To Be Determined

To Be Resolved

Tracking & Data Relay Satdllite System
Targets of Opportunity

Virtua channdl Data Unit

Vdidation Reviews

Wetts

Wide Area Network

CHECK THE GLAST PROJECT WEBSITE AT
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Appendix B. Document Figures and ProcesssCompleting
On-Line Risk Information Database Form

The GLAST Risk Management Web Siteislocated on theWorld WideWeb. A
key to data entry for islocated in figures B-1. The guidelines listed below are
also available on-line by mouse-clicking on the field heading. For technical
assistance, please forward your inquiriesto rgarnett @pop400.gsfc.nasa.gov.

GLAST Risk Management Database
(Data Entry Form Guidelines)
Fied#01 (Risk 1D): An automated, system generated ID number. No data required.
Fiedd#02 (Risk Name): Provide a one phrasetitle for the risk. Be sureto Statetherisk asa
potentia problem.
Field #03 (Risk Priority): A numerical score derived from data provided by the originator in
items # 10; 14;22;23; and 24. The basis for this score is aweighted agorithm using
given inputs. The meaning of the priority is shown on the Risk Summary ScoreCard

(figure B-2). The color of this field corresponds to the legend in the Risk Summary
ScoreCard.

Field # 04 (Open Date): Daterisk item is reported. Thisis automatically generated by the
Sysem.
Field # 05 (Originator): Name of risk reporter.

Fidd# 06 (Risk Description): Describe and characterize in detail, the nature of therisk. Do

not include the impact of redizing thisrisk in thisfied.

Fied# 07 (Risk Mitigation): Summarize ahigh leve approach to be taken which should

eliminate, avert, or reduce the risk to an acceptable levd.

Feld# 08 (Risk Impact Assessment): Describe the negative technical; cost; and or schedule

CHECK THE GLAST PROJECT WEBSITE AT
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consequence of therisk., assuming no mitigation steps are taken.

Fed#09 (Cumulative Risk Impact): Caculated composite risk vaue, based upon the values

input from fields 22; 23; and 24.

Fied# 10 (Risk Probability): Estimate the likeihood of the risk occurring. Assuming

prescribed mitigation steps ar e taken. Use definitions found on the Risk Summary
Score Card. Select one vaue only.

Field# 11 (Decision Milestone): Date when decision to begin risk mitigation plan described in

Fdd# 7 must be started, in order to be effective.

Fed# 12 (Risk Mitigation I mplementation Plan): Describe in detail the steps to be taken

(including responsible personnd), in order to carry out the risk mitigation gpproach
summarized in Feld #7.
Fidd# 13 (Risk Type): Define the type of risk, and the program utility(s) affected. (Y ou may
select more than one))
Field# 14 (Risk Period): Define the timeframe when the risk would become a problem, if no
corrective action were taken.

Fied# 15 (Current Status): Provide the current status of the risk, including progress

meade in carrying out the defined Risk Mitigation Implementation Plan.

Fied# 16 (Affected Systems): Check dl project areas which would be affected by thisrisk.

Y ou may select more than one.

Fed# 17 (Risk Mitigation M anager): Indicate the person respongible for implementing the

risk mitigation plan. Thisis not necessarily the same person who originates and
reports status on the risk.

Fied# 18 (Date Risk Retired): The Misson Manager will enter adaein thisfiedd when the

CHECK THE GLAST PROJECT WEBSITE AT
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risk is deemed to be retired.

Fidd# 19 (Risk Retired?): Enter NO, upon originating arisk report. The Misson Manager

changethisfield to YES, when defined appropriate.

Fed#20 (Summary of Risk Resolution): Misson Manager to supply narrative describing

resolution to risk, once retired.
Fed#21 (Status Date): Thisfidd will be automaticaly updated each time the risk record is
modified.

Feld# 22 (Technical Impact Assessment): Assgn avaue based upon the GLAST Risk

Summary Score Card (figure B-2) definition. Select one vaue only.

Fied#23 (Cost Impact Assessment): Assign avaue based upon the GLAST Risk Summary

Score Card (figure B-2) definition. Sdect one vaue only.

Fied#24 (Schedulel mpact Assessment): Assgn avaue based upon the GLAST Risk

Summary Score Card (figure B-2) definition. Select one vaue only.

CHECK THE GLAST PROJECT WEBSITE AT
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DEFINITIONS: 5
RISK MANAGEMENT: An organized, systematic decisionrmaking process that
efficiently reduces or eliminates risks to achieving program goals. C
RISK: A Program “Risk” is any circumstance or situation that poses a threat to: crew (@)
or vehicle safety, Program controlled cost; Program controlled schedule or major N 4
mission objectives, and for which an acceptable resolution is deemed unlikely without
afocused management effort. S
What isthe Probability of the situation or circumstances will happen? E 3
Q
Level | Probability | Thecurrent process U )
5 Very High Cannot prevent this event, no alternate approaches or E
process are available N
4 High Cannot prevent this event, but a different approach or C
process might 1
LE ]
3 Moderate May prevent this event, but additional actions will be
required
1 2 4 5
2 Low Isusually sufficient to prevent thistype of event LIKELIHOOD
1 Very Low Islikely sufficient to prevent this event
Given the event occurs, what isthe magnitude of the Impact to the mission E HigtEQENQ
Level Very Low (1) Low (2) Moderate (3) High (4) Very High (5) Lf;@g‘(gtgf‘“’
Technica Minima or no Moderate Moderate Major reduction, Unacceptable, no changes baseline
Impact reduction, same reduction, workarounds aternates exist plan(s)
approach retained | workarounds required required
— — — . LV 2 Milestone Siip —— []Med-
Schedule Minimal Additional activities Level 2 Milestone f h itical Cannot achieve major Aggressively
Impact required in order to dipof upto<=1 [of > 1 mth, or critical “program milestone manage; consider
meet need date month path impacted alternative
Cost Minimal Budget increase Budget increase ; Budget increase process
Impact of <$50k between $50k and between $250k and bgy\,dege'e]t éq?\ae%.;% greater than $3M =|
$250k $1M $3M LOWI\/;onitor

Figure B-2 Risk Score Card
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GLAST RISK MANAGEMENT
(Algorithm Sample Wor ksheet)

IMPACT SCORES
40% 1.2 30% 0.6 30% 1.5
Technical 3 Schedule 2 Cost 5
Very Low 1 0.4 1 0.3 1 0.3
Low 2 0.8 2 0.6 2 0.6
Moderate 3 1.2 3 0.9 3 0.9
High 4 1.6 4 1.2 4 1.2
Very High 5 2 5 1.5 5 1.5
Weighting Weighted
Weighting AXxis Raw Score Factor score
40.00% Impact 3.30 2 6.6
60.00% Probability 4.00 3 12
18.600 - Numerical Score
Moderate - Risk Management Ranking
5
Impact 4

3 18

2 16
1 14 17
1 2 3 4 5

Probability

Figure B-3 GLAST Risk Algorithm Sample Wor ksheet
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